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1. Introduction

1 Introduction

This chapter is designed to give an overview of the background of this thesis. It states

the motivation of the author and the structure of this thesis.

1.1 Motivation

During an internship at a large IT enterprise in summer 2012, the author of this thesis
was confronted with the term “Cloud Computing” for the first time. He was responsi-
ble for creating a tool that collects information about customer needs and suggests an
appropriate cloud offering. At first, he did not know much about cloud computing. The
author had vague perceptions about this topic, but never engaged himself strongly with
it. During his work, he had to strengthen his knowledge about cloud computing to be
able to handle his job properly. Consequently, the author started to read books and arti-
cles about cloud computing. This learning process was the first spark that ignited his
interest in this topic.

After the internship, the author wanted to further expand his knowledge about cloud
computing. Within the scope of a course at his university, he could write a seminar pa-
per about the practical application of cloud computing [48]. This paper describes how
customers can access and use various cloud services from different cloud providers.
The focus of that paper lies on the practical parts of cloud computing, which perfectly
fitted the scope of the course. However, the author also wanted to describe his experi-
ences and learn more about the theoretical parts of this topic. Therefore, he suggested
to dedicate this bachelor thesis to the cloud computing backgrounds, models, advan-

tages and also considerations for cloud computing.

1.2 Structure

This thesis is designed to give a general overview of important topics of cloud com-
puting and is structured as follows.

Chapter two gives an overview of this thesis by presenting the research questions on
which this bachelor thesis is based and the approach of the author to answer them.
Chapter three deals with the specific description of cloud computing. It gives a defini-
tion and presents an architecture to illustrate the complex relationships in the context

of cloud computing. It also mentions classifications with regard to service models and
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deployment models. The last sub-chapter of chapter three describes platforms that can
be used to manage cloud infrastructures. Chapter four deals with quality of service as-
pects of cloud computing. It illustrates criteria that are important and presents ways to
assure that a certain level of quality of service is delivered by presenting an overview
of service level agreements (SLAs). Chapter five is designed to discuss the advantages
and disadvantages of cloud computing and also presents a conclusion. The last chapter
gives an outlook by pointing out predictions and possible developments in the context

of cloud computing.

2 Overview

This chapter lists the goal of this thesis by presenting the research questions that are

answered and describes the chosen approach of the author.

2.1 Research Questions

Within the scope of this thesis the following research questions are answered:
«  What is cloud computing?

o Which technologies are used to enable cloud computing?

o What are possible classifications of cloud computing ...
= ... 1in terms of service models?
= ... in terms of deployment models?

o How is it possible for cloud providers to guarantee certain quality criteria?

o What are the advantages of cloud computing?

o What are the disadvantages of cloud computing and which considerations

do customers have to take into account?

2.2 Approach

This thesis is designed to give a holistic view of cloud computing. Therefore, it was
necessary to greatly study recent scientific papers, news articles and also cloud offer-
ings from different providers. It was important to build up knowledge of this topic to
be able to understand different models in their respective context. This new knowledge
was used to describe these models while trying to observe them from different point of
views. It was essential to not only identify the advantages of cloud computing, but also

the disadvantages. Consequently, a critical evaluation of the various approaches of
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cloud computing was carried out while considering the current opinions of experts and
the scientific community. In the end, this new knowledge and the respective conclu-

sions were summarized in this thesis.

3 Cloud Computing — Definition and Description

This chapter deals with the description of cloud computing. It presents a definition of
the term “cloud computing” and gives a classification of the various components of
cloud computing. This is done by displaying an architecture that divides cloud comput-
ing into different layers. In addition, ways of deploying cloud environments are ex-

pressed and also means to control them by using software tools.

3.1 What is Cloud Computing?
The National Institute of Standards and Technology (NIST) [84] developed the follow-

ing definition of cloud computing.

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand net-

work access to a shared pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly provisioned and re-
leased with minimal management effort or service provider interaction. This cloud
model is composed of five essential characteristics, three service models, and four de-
ployment models.* [80]
Essential for this definition are the adjectives ubiquitous, convenient and on-demand.
That means, users do not have to know anything about the underlying infrastructure.
Moreover, they can access desired resources at any time. What is more, the term “re-
sources” is quite broadly defined. Resources that can be accessed are not limited to
rare processing power. Storage, networks, applications and services can be also de-
manded via cloud computing. That turns cloud computing into a wide spread model
that can find its use in many different situations.

The National Institute of Standards and Technology also states, that cloud comput-
ing is composed of five essential characteristics. These characteristics are the follow-
ing [80]:

On-demand self service

As stated in the definition above, self-service is a key-criteria of cloud comput-
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ing. Users must be able to access resources by themselves (e.g. via a webinter-

face) and without requiring additional human interaction.

- Broad network access
The services can be consumed via a wide range of end-user platforms (e.g.
workstation, smart phone, etc) over a network. Consequently, a fast and reliable

network access must be present.

- Resource pooling
Providers use physical machines which are pooled. These machines can be
used to create virtualized resources that are dynamically assigned to customers
on demand. Customers can use those resources, but may not be able to control
exactly where those resources are geographically located. It is possible that re-
sources assigned to a customer come from different data centers all over the
world. However, service providers may offer customers to specify certain re-
gions where the resources are hosted (e.g. Europe, USA, ...). This feature can

be necessary when dealing with legal requirements.

- Rapid elasticity
Cloud computing enables the rapid provision and removal of resources. This
can be used to implement scaling features that allow users to quickly scale re-

sources up and down (e.g. when dealing with peak loads) [22].

Measured service
The usage of resources is monitored and logged automatically by the provider

for optimization purposes and to guarantee transparency.

The last sentence of the definition states that cloud computing also is composed of ser-
vice and deployment models. Those models are described in chapters 3.3 and 3.4 on a

large scale.

3.2 Architecture

There are various technologies used to enable this cloud computing model. Conse-
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quently, it is important to understand the interaction of these technologies. In addition,
there are interactions between the various services offered with cloud computing. It is
possible that some services are based on, or make use of other services. To illustrate
this interaction, the NIST also developed a model that is divided into three different
layers. Each layer has a different functionality and some of them are again divided into
smaller chunks. Figure 1 shows the complete model [77]. Other researchers also creat-
ed models to illustrate the architecture of cloud computing (e.g. layered model of cloud
computing by Zhang et al. [133]), but for this thesis the NIST model was chosen be-

cause it is the most appropriate and easy to understand.

Service Layer

SaaS
PaaS

TIaaS

Resource Abstraction and
Control Layer

Physical Resource Layer

Hardware |

Facility I

M
Figure 1: Cloud Computing Architecture
[77]

3.2.1 Physical Resource Layer

The bottommost layer of the model is the “Physical Resource Layer”. This layer repre-
sents the necessary hardware and facilities for cloud computing. This includes compu-
tational resources like CPUs and memory, but also network resources (router, switches,
firewalls, etc), storage components and other physical devices needed for providing
cloud services. In addition, facility resources like power supply, uninterpretable power

supplies, cooling, etc are also required. All resources mentioned on this layer are most-
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ly located in large data centers all over the world [77, 133].

3.2.2 Resource Abstraction Layer

The “Resource Abstraction Layer” contains the processes and tools cloud providers
need to manage the underlying hardware and to supply users with services.

Virtualization is the key-technology on this layer. It is used to simulate the imagina-
tion of infinite resources because users are not directly confronted with the underlying
infrastructure. Current technologies enable the creation and the deletion of virtual ma-
chines within seconds which enabled cloud computing. That allows fine-tuned adjust-
ments of resources. Providers can offer their users to create customized virtual ma-
chines by themselves. In this way, users can easily scale their resources in use up and
down by creating custom virtual machines [22, 77, 133].

There are various software products on the market that enable the virtualization of
physical hardware. These products are highly leveraged in the context of cloud com-
puting. Great examples for popular products are Xen [131], VMware vSphere Hyper-
visor [125], or KVM [75]. These products can be described as bare metal hypervisors.
This means that they do not need an operating system to be able to run and can com-
municate directly with the physical hardware. Therefore, nearly all of the hardware re-

sources can be used to run virtualized operating systems [74].

3.2.3 Service Layer

The service layer represents the connection to the user. On this layer, users can access
various services offered with cloud computing. There are three “sub-layers” inside and
every “sub-layer” represents a service model in the context of cloud computing. These
three service models are: Infrastructure as a Service (IaaS), Platform as a Service
(PaaS) and Software as a Service (SaaS). Every service offered with cloud computing
can generally be allocated to exactly one of these service models. The allocation de-
pends on the kind of the service and the features it offers. In addition, these service
models build upon one another. That means, it is possible that SaaS services can be
built on PaaS services and that PaaS services can use laaS services [77, 80, 133].
Chapter 3.3.5 describes the relationships of these service models in greater detail.

The author of this thesis gives a short overview of each service layer in his seminar

paper where he describes examples of how to use a specific service on each layer in
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practice [48]. In this thesis, each service layer is described in much greater detail in the

following chapters.

3.3 Service Models

Models with three layers are commonly used in the context of cloud computing to de-
scribe the kind of the service that is offered. A distinction between the models Infra-
structure as a Service, Platform as a Service, and Software as a Service is widely used
by various cloud providers and in science. What is more, the NIST has also adopted
this classification [80]. However, there are different versions created by several scien-
tists or cloud providers (e.g. with more layers, more differentiation) [76, 124, 128, 132,

133], but most of them are built upon this three layered model.

Software as a Service (SaaS)

Platform as a Service (PaaS)

Infrastructure as a Service (IaaS)

Figure 2: Cloud Computing Service Models

The following sub-chapters present each layer in greater detail. They describe how ser-
vices can be allocated to a specific layer and what kind of services are offered on each
layer.

Additionally, there is a description of a part of a more detailed model by Lenk et al.
[76]. Lenk et al. created an architecture with a forth layer called “Human as a Service”

that includes cloud-like work of humans instead of just raw computing resources.

3.3.1 Infrastructure as a Service (laaS)

Services on the [aaS layer provide users with computing resources they can use to de-
ploy and run arbitrary software. “Resources” in this context is a very broadly defined
term. From this point of view, resources can be processing power, storage, memory,
networks, etc. Within IaaS users do not have to handle the underlying infrastructure
(i.e. the underlying hardware, cf. physical resource layer in chapter 3.2) but can use

and configure the provided resources as they wish [80].
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In practice, these resources are provided with the use of virtual machines. Users are
able to request virtual machines with a desired configuration (processing powetr, stor-
age, etc). The cloud provider creates these virtual machines and grants the users access
to them (e.g. over the internet via SSH). Providers itself host these virtual machines
within data centers. The computing resources in these data centers use hypervisors to
manage the processes related to these virtual machines (cf. chapter 3.2.2). In addition,
[aaS providers mostly use special software tools to offer their services on a convenient
and on-demand basis. For example, customers can use a web-portal to request a de-
sired virtual machine and it is created automatically without direct provider interaction
[48]. What is more, most [aaS providers offer auto-scaling features that allow the auto-
matic creation or deletion of virtual machines depending on certain criteria (e.g. CPU
load) [7, 111].

Public TaaS providers commonly use pay-per-use pricing models to charge their cus-
tomers. Within such a model, customers have to pay only for the resources they have
used. In the practical context of such services, customers are generally charged for ev-
ery hour a virtual machine is running, for the amount of data transferred, for the stor-
age capacities used, and for other additional features [22].

Examples of [aaS products are Amazon Elastic Compute Cloud [6], Rackspace Cloud
Servers [94], and GoGrid Cloud Servers [55].

3.3.2 Platform as a Service (PaaS)

PaaS services provide a platform that can be used to create, deploy, and run user-creat-
ed applications. The platform provides necessary resources, but also required libraries,
tools, compilers, etc. Users do not have to manage the underlying infrastructure by
themselves. The provider is in charge of managing and maintaining it. Users only have
to create their applications and deploy it onto the cloud-platform [80]. The applications
deployed on the platform can be accessed via a wide range of end-user devices (e.g.
web browser, smart phone). As only the providers have direct access to the underlying
infrastructure, they generally provide an API (application programming interface) that
allows programmers to interact with the underlying infrastructure.

Within the context of PaaS, the most common charging models are also pay-per-use
models. However, they can be implemented in different ways. Some PaaS providers

measure the used resources of applications that users have deployed onto their cloud.
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Resources under this point of view are e.g. frontend instance hours, bandwidth, stored
data, etc . The more resources an application has used during a certain billing period,
the more the customer is charged. An example for a provider with such a charging
model is Google with its Google App Engine [58]. Other providers charge their cus-
tomers a monthly fixed sum per user (e.g. Salesforcel Platform [107]). Another possi-
ble charging model is used by Windows Azure [83] where customers have to pay for
every hour a virtual machine with their application is running (which is very similar to

the charging models used within [aaS) [31].

3.3.3 Software as a Service (SaaS)

The SaaS service model deals with the provision of applications over a network (most-
ly the internet). Consequently, users do not have to install the software locally on their
respective device. In this context, applications are completely created, tested, and
maintained by the service provider. That means, users have less effort to use an appli-
cation that is provided over a network, but in turn they depend on the efforts of the
provider to keep the application running and up to date. In addition, users do not have
to manage, control or maintain the underlying infrastructure because these applications
run on the hardware of the provider. This leads to the fact that users do not own the
software, but rather borrow or rent it from a provider.

The kind of the application that is provided over the network is not restricted to cer-
tain properties. Almost every application can be used over the network. The most com-
mon way to access an SaaS service is by using a web browser. In addition, SaaS ser-
vices are generally not restricted to designated end-user devices. Many services can be
consumed via a great variety of devices (e.g. personal computer, smart phone, tablet,
...). There are SaaS offerings that are free to use, but SaaS products exist where users
are required to pay fees to use them. Those fees are commonly calculated on a monthly
basis and are based on the number of employees of a respective customer that use the
respective application [80, 132].

Examples for SaaS services are mail applications (e.g. Google's Gmail [57]), social
network applications (e.g. Facebook [47]) or complex business applications like Sales

Cloud from Salesforce.com [105].
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3.3.4 Human as a Service (HuaaS)

Human as a Service has a special status in this thesis since it is not mentioned in the
cloud architecture model in chapter 3.2. Still, it is presented in this context because it
is a great enrichment of the previous model. The term HuaaS goes beyond the physical
hardware of various data centers or computers and illuminates humans as “tools” that
offer workforce over a network.

Lenk et al. developed a model that is at its core related to the models presented in
Figure 1 and in Figure 2. Their model illustrates also the three service model IaaS,

PaaS, SaaS, but it adds the HuaaS layer on top [76].

Platform as a Service (PaaS)

Figure 3: Service Models with HuaaS cf. [76]

Lenk et al. emphasize the need for this layer with the following statement.

“Some services rely on massive-scale aggregation and extraction of information from
crowds of people. ” [76]

This means that some services need the intelligence of humans to work properly.
Thereby it is not necessary to predefine the tools humans have to use to solve certain
tasks. Every individual in the crowd can decide for her- or himself which tool to use.
Providers that utilize the HuaaS layer are for example Crowd Sourcing Platforms. A
popular crowd sourcing platform is Amazon Mechanical Turk [2] where customers can
define tasks that need to be solved. These tasks are generally hard to automate (e.g. an-
alyzing pictures, writing reviews). Therefore, human intelligence is needed. These
tasks are solved by other users of the platform who in turn receive adequate monetary
remuneration. Another example of an HuaaS service is lowa Electronic Markets [120]
where the acting of humans is analyzed and aggregated to predict future events (mainly

outcomes of political elections) [76].
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3.3.5 Interaction of Service Models

As shortly mentioned in chapter 3.2.3, the arrangement of the service models in the
cloud computing architecture is not arbitrary. The particular service models can built
upon each other which leads to this specific layered architecture. Upper layers can uti-
lize lower layers to offer respective services. The following paragraph illustrates an ex-
ample of how a full interaction of all service models could work.

A company wants to host a crowd sourcing application called “MyCrowdSourcin-
gApplication” on the internet. It decides that the application should be hosted in form
of a website, but the company does not want to host this website in its own data center.
The company rather wants to run it in a public cloud environment. Therefore, it rents
virtual machines via Amazon Elastic Compute Cloud where it wants to host the web-
site. Then the developers of the company create a platform which they call “My-
CompanyPlatform” that they want to utilize when running the crowd sourcing web-
site. They deploy this platform on the virtual machines rented from Amazon Elastic
Compute Cloud and thereby built the company's own PaaS service. After that, the de-
velopers program the actual crowd sourcing website and deploy it via the previously
created PaaS service. Then, the company makes the website available to the internet
community. The website itself (i.e. the application) can now be considered as an SaaS
service. Users that utilize the website (i.e. the crowd) and solve tasks constitute the
top and last layer of the model, the HuaaS layer. This example is illustrated with the re-

spective terms in Figure 4.

MyCompanyPlatform (PaaS)

Figure 4: Service Model Interaction Example
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3.4 Deployment Models

As stated in the definition of cloud computing in chapter 3.1, cloud computing as such
is only a model. The term defines certain characteristics and key points, but does not
cover actual implementation methods. However, specific deployment models of cloud
environments have emerged. Four specific deployment models are considered in the
NIST definition of cloud computing [80]. Moreover, they are also heavily used by oth-
er researchers and in practice [33, 66, 81, 133].

The following sub-chapters describe each of the four deployment models in detail.

3.4.1 Public Cloud

Public Cloud

access over
a network

Customer 1 Customer 2 Customer 3
Figure 5: Public Cloud Deployment Model

A public cloud is hosted and operated by a cloud provider that offers cloud services to
the general public. This means that customers do not have to purchase their own hard-
ware or software. These services can be either offered free of charge or customers have
to pay fees according to a respective billing model. Furthermore, customers consume
these services over a network (e.g. the internet). This also leads to the fact that con-
sumers do not have control over the underlying infrastructure and the specific process-

ing of their data. Consequently, they have to rely on the cloud provider. That fact
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makes it very difficult for organizations that deal with sensitive data to use such public
cloud offerings. In the context of deployment models, the kinds of services a public
cloud provider offers does not matter. It can be every service that fits into the model of
cloud computing. The possible number of customers is specified by the public cloud
provider. In general it is only limited by the amount of resources a service provider can
offer. However, usually a virtually unlimited number of customers can access the ser-
vices of a public cloud provider [66, 80, 81, 133].

All examples of cloud services mentioned in the “Service Models” section of this
thesis are in fact offered by public cloud providers (e.g. Amazon Web Services that of-
fers Amazon Elastic Compute Cloud [3], Salesforce.com that offers Sales Cloud

[103]).

3.4.2 Private Cloud

Private Cloud

Organization
Figure 6: Private Cloud Deployment Model

A private cloud is a cloud infrastructure that is provisioned for exclusive use by a sin-
gle organization. However, the cloud infrastructure itself can be run by the using orga-
nization, or by a third party provider. Therefore, it can be operated on or off premises.
Nevertheless, it may be only used by one specific organization. Possible third party
providers are just responsible for management and maintenance tasks [80].

A private cloud environment makes very fine grained configurations regarding per-
formance, reliability and security possible. The owning organization has full control

over the aspects of the cloud. It can solely decide which software to run inside the pri-
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vate cloud and how to use it [133].

This private cloud topic raises the question which differences exist between such a
private cloud environment and traditional data centers or server farms. One could ar-
gue that a private cloud is the same as data centers that leverage virtualization tech-
nologies (so called virtual data centers). The answer to this question is that although
virtualization technologies are used in virtual data centers, support and intervention of
the IT staff is still needed. On the contrary, a private cloud uses technologies that en-
able the essential cloud characteristics illustrated in chapter 3.1. Therefore, users can
benefit from features like on-demand self-service and scalability. They can demand re-
sources that are automatically provisioned to them by themselves without the interac-
tion of the IT staff. In short, a private cloud is a virtual data center that enables the es-

sential characteristics of cloud computing [27, 133].

3.4.3 Hybrid Cloud

Hybrid Cloud

) t\!lln-kl |
Private Cloud _.\‘.I.I'— ~ Public Cloud

Other Users

Organization
Figure 7: Hybrid Cloud Deployment Model cf. [86]

A hybrid cloud combines the advantages of a private and a public cloud. The hybrid
cloud deployment model consists of two different clouds that still remain unique enti-
ties: a private cloud that is completely under the control of a certain organization and a

public cloud that can be used to outsource heavy workloads. These clouds are connect-
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ed via standardized or proprietary technologies. The hybrid cloud deployment model
tries to alleviate the concerns of public clouds (e.g. processing of sensitive data) by be-
ing able to store and process such sensitive data in a private cloud and enabling it to
outsource uncritical workloads to a public cloud. Nevertheless, in this model it is im-
portant to consider the best split between the public and private cloud components [80,
133].

Keeping that in mind, the possibility to “offload” uncritical workloads into a public
cloud is a great advantage. This task is also called “cloud bursting” and describes the
process of “bursting” data into a public cloud, e.g. when a company has to deal with
peak loads. In fact, it can be used for load balancing purposes between the clouds. It
outlines one major advantage of a hybrid cloud model because customers only have to
pay for the extra resources (from the public cloud) when they are needed. However,
cloud bursting is only recommended for non-critical applications that do not deal with
sensitive data. In addition, it is important that applications that are burst into the public
cloud are not strongly connected to other applications of the company so that no prob-
lems arise due to the bursting process. Consequently, cloud bursting is best used for
applications that are mostly independent and are not integrated with other applications,
components or systems [80, 85, 99].

Another great use case of hybrid clouds is hybrid cloud storage. In this scenario, the
public part of the hybrid cloud is primarily used for archiving and backup purposes.
Non-sensitive data can be easily outsourced into the public cloud to preserve the stor-
age capacities of the private cloud. The data that is backed-up in the public cloud are
typically file-level or image-based replication snapshots that only exist for a defined
time period. After that period, the backups are deleted and replaced with the latest ver-
sions of the respective data. Additionally, the hybrid cloud storage approach can also
be combined with cloud bursting by using the public cloud as fill area where storage
capacity is borrowed on a temporary basis to deal with peak loads and short projects.
After the peak load or the short project, the data that was burst into the cloud can be

deleted in most cases [85].
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3.4.4 Community Cloud

( Community Cloud

Community

Figure 8: Community Cloud Deployment Model

A community cloud is provided for the use from a community. A community in this
context are organizations or different entities that share certain concerns (e.g. missions,
objectives, audit requirements, performance requirements, security requirements). The
cloud infrastructure itself may be owned and managed by one of the members of the
community, all of the members of the community, or a third party service provider.
Furthermore, it is possible that a community cloud is operated on or off premises [70,
80, 101].

The aim of a community cloud is to enhance organizations that have joint goals that
can be additionally supported by a common infrastructure. A community cloud delivers
the benefits of a public cloud (e.g. rapid on-demand provisioning of resources, scala-
bility) with an additional layer of security and privacy by having only certain members
in a respective community. The members of the community only have to rely on the
other members of it instead of relying on an external provider (which would be the
case with public clouds). Thereby, the community itself can decide how to handle the
various aspects of the cloud and can determine how to process sensitive data [101].

An example of a community cloud could be an infrastructure for state and local

16



3. Cloud Computing — Definition and Description

government organizations within a country where all the organizations can access the
common data from the same community cloud infrastructure. In turn, they are also able
to share their own information via the community cloud. In this case, the members of
the community are all the state and local government organizations. They all share the
same infrastructure and the community itself can decide how to deal with the various

aspects of the data processing procedure [65].

3.4.5 Choosing a Cloud Deployment Model

The previous four chapters are designed to give an overview about the different types
of cloud deployment models. If a company wants to start using cloud services, it has to
decide which cloud deployment model fits best for it. This decision generally depends
on the business scenario of the company. It has to select the deployment model that is
the most appropriate for a respective use case. Compute-intensive scientific applica-
tions that do not necessarily deal with sensitive data could fit extremely well inside a
public cloud environment because of cost effectiveness. Applications that handle sensi-
tive data that must not leave the premise of the company but still want to leverage the
cloud model could fit best within a private cloud scenario. However, these two exam-
ples could also fit within a hybrid cloud scenario [133].

One sees that the decision for a cloud deployment model is not always clear and
easy. One has to consider the up- and downsides of every cloud scenario and also eval-
uate the costs.

Practice shows that some deployment models are more popular than others. A sur-
vey by Taylor and Ericson [115] pointed out that the most common approach of cloud
computing are internal private cloud deployments followed by managed vendor clouds
(i.e. external private cloud deployments). A reasons for the result of this survey is that
a private cloud approach deals best with the concerns of companies regarding security,
stability and reliability. As owners of the cloud, companies are able to control the pro-
cessing inside the cloud by themselves [36].

However, Gartner Inc. [50], a technology and research company, stated in a recent
special report that there will be a shift from private clouds to hybrid clouds. They pre-
dict, that “nearly half of large enterprises will have hybrid cloud deployments by the
end of 2017 [53]. Gartner argues that the private cloud deployment model reached

maturity and became a tentative reality. Now the hybrid cloud model is in the same
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spot as the private cloud model was at the beginning and the aspirations for the hybrid

cloud model are high [53].

3.5 Cloud Management Platforms

A cloud is built by the interplay of various technologies and the underlying hardware.
As mentioned in chapter 3.2, the architecture of the cloud model is rather complex and
it is necessary to orchestrate the various elements of this architecture to build a work-
ing cloud environment. There has to be a control entity or platform that handles that in-
terplay.

There are different tools used in practice that fill the role of such a control entity.
However, the term for such a control entity is not standardized and different terminolo-
gies are used in this context. Such control entities are referred to as cloud management
platforms [51], cloud orchestration platforms [18] cloud operation systems [88], or just
as software frameworks [87]. The reason for the different terms is that there has not
been a standardization of this control entity yet. In this thesis, the term “cloud manage-

ment platform” is used to refer to this control entity.

3.56.1 What are Cloud Management Platforms?

Cloud management platforms are tools that provide a management layer for public,
private and hybrid cloud environments. A cloud management platform manages the
hardware and the virtualization hypervisors that run on top of it. In essence, a cloud
management platform delivers an IaaS solution to its users. The cloud management
platform itself is mostly an application with a web based user interface to deal with the
various tasks of cloud computing (e.g. provision of virtual machines, metering, billing,
provision of storage and network resources). Users can log into this platform and can
request various resources (e.g. virtual machines) with a few clicks. The cloud manage-
ment platform handles that request and sends appropriate requests to the respective hy-
pervisors. That punctuates the on-demand self-service characteristic of cloud comput-
ing. The resources can be provided at any time a user requests it (provided that there
are enough free resources within the underlying infrastructure). In fact, the user inter-
faces of various laaS providers (e.g. Amazon Elastic Compute Cloud) are cloud man-
agement platforms [18, 51].

This taken into consideration, one sees that a cloud management platform is the
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connection between the resource abstraction layer and the service layer within the
cloud architecture model shown in chapter 3.2. More precisely, it even covers the [aaS
layer since it delivers the respective services to its users. However, it is important to
mention that the layers above the laaS layer are not covered by cloud platforms. Never-
theless, users that want to provide services that correspond to layers above laaS can
use such cloud management platforms to deploy applications, e.g. by running their

own SaaS service atop of it [87].

3.6.2 Usage of Cloud Management Platforms

As stated in the chapter before, cloud management platforms can be used to create
public, private and hybrid cloud infrastructures. That means, such platforms are not
only used by large public cloud providers that offer their services to various customers.
There are also software products on the market that allow users to build their own
cloud. Examples for such cloud management platform products are OpenStack [88],
Apache CloudStack [17], and Eucalyptus [43, 87].

It is an interesting fact that all these mentioned cloud management platforms are un-
der an open source and/or free software license. That means, users are allowed
(amongst other things) to download and run the respective software free of charge.
This fact shows how important the role of free and open source software nowadays is
and that many great developments were made using open source licenses. OpenStack
states on its website that the open source model is strongly needed in the context of
cloud computing to foster cloud standards and to remove the fear of provider lock-ins
[88]. There are big communities behind these software products that also include
members of well-known companies. This way, the software can be steadily improved
and enhanced [19, 45, 89]. In addition, companies that promote or distribute such soft-
ware products usually also earn money by offering consulting, support or training ser-
vices [44].

There are also many cloud platform products on the market that are based upon free
or open source cloud platforms, but charge money for additional features or support.
An example for such a software product is Red Hat Enterprise Linux OpenStack Plat-
form [95]. The Red Hat Enterprise Linux OpenStack Platform is based on OpenStack
but offers additional advanced features like improved virtualization and additional net-

work features.
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4 Quality of Service

In the context of cloud computing, quality of service represents how “well” a cloud
provider delivers its services to customers. This taken into consideration, the main fo-
cus of this topic lies on public clouds (and to a certain degree hybrid clouds), because
within these deployment models a provider takes charge of delivering services (at least
partly in the case of hybrid clouds) and customers have to rely on them.

It is important for customers of cloud service providers that the services offered are
delivered in a certain quality (e.g. a website must have a certain uptime and loading
speed). For example, a web retail company could host its web shop within the cloud
infrastructure of an laaS provider. Therefore, the web retail company has to trust the
provider that the servers have a maximum uptime and that customers of the web shop
can access it at nearly any time. In addition, the retail company expects the provider to
guarantee a certain bandwidth so customers can access the website fast and without
variations in speed. The mentioned quality of service criteria in this example are avail-
ability and stability.

Quality of service criteria are of the highest importance for companies, especially
when they are running their productive systems inside public cloud environments.
Downtimes or outages can lead to massive costs for large enterprises [46].

There are certain quality of service criteria that are found frequently in the context
of cloud computing. These are mentioned in the next chapter. Providers have to be able
to guarantee these quality of service criteria if they want to acquire new customers. In
addition, they have to provide a legal basis that defines remedies for customers if these
criteria are not met. A way to guarantee certain quality of service criteria is that the
cloud provider commits itself to a so called service level agreement. A service level
agreement can either be provided solely by the provider or it can be negotiated be-
tween the provider and the customer. It states various quality of service criteria and
other obligations of the provider and the customer. Moreover, the negotiation process
between the service provider and the customer is also very important, because different
customers can have different quality of service requirements. It is necessary that
providers recognize this fact, and offer their services accordingly. Chapter 4.2 deals

with the topic of service level agreements in greater detail [30].
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4.1 Criteria

There are certain quality of service criteria that are virtually tailored to cloud comput-
ing. This chapter presents many criteria that are common and gives a short description
of each one of them. The reason for the choice of the following criteria is that they can
be found in various papers and articles. Additionally, they are also used in the ranking
frameworks that were developed by Saravanan et al. and Garg et al. to rank different
cloud services according to their ability to meet the user's quality of service require-
ments [49, 109].

These frameworks are a great basis for describing quality of service criteria because
they deal exactly with the fact that quality of service requirements are different de-
pending on the business case (as mentioned in chapter 4). They reflect many criteria
that can be a factor within a customers decision for a respective cloud offering. There-
fore, they also display different views of cloud computing services and illustrate sever-
al criteria from that different views. Garg et al. also empathize that it is difficult to
evaluate cloud providers just by taking the obvious criteria like quality, reliability and
security into consideration. They mention that customers see trade-offs when compar-
ing different cloud providers regarding functional and non-functional requirements.
Therefore, it is necessary to analyze also further criteria to evaluate which cloud offer-
ing fits best for a respective customer [49].

This short explanation of cloud ranking frameworks is to display why it is necessary
to consider more then a few obvious criteria when looking at the quality of service
standards of a cloud offering. It is important to empathize the relevance of the different
criteria.

The following presents an extract of the quality of service criteria (or metrics/quali-
ty of service attributes, as they are called in the respective papers) presented in the
works of Saravanan et al. [109] and Garg et al. [49] that fit best into the structure of
this thesis.

Costs

Costs are a criterion that is usually not common in the context of quality of ser-
vice. However, talking about public cloud services where many different pric-
ing models are offered that mostly have a dynamical basis, it is a criterion that

is crucial and has to be taken into account [49]. Moreover, one objective of
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customers moving into the cloud is minimizing hardware and infrastructure

costs [109].

In addition, the cost of a cloud service can be further divided into two separate

parts [109]:

o On-Demand Costs
These describe costs that are incurred when customers request resources
without prior reservation. An example of this type of costs are on-demand
instances of Amazon Elastic Compute Cloud where customers simply cre-
ate and start virtual machines without long-term commitments or upfront

payments. They only have to pay an hourly fee [4].

o Reservation Costs
Cloud providers can offer customers to reserve resources by placing an up-
front investment. In turn, further costs are reduced (e.g. the hourly fee ).
This has to be taken into consideration because it can greatly modify the
overall costs. Reserved instances of Amazon Elastic Compute Cloud are an
example of the utilization of such reservation costs. Customers can place an
upfront payment to reserve an instance (i.e. virtual machines with custom
configurations) for a specified time and have to pay significantly lower

hourly fees [4].

Service Response Time

The service response time criterion is part of the performance of a certain cloud
provider and deals with the speed of providing a certain service. This time
should be at a minimum and can be measured by using the time between a
user's request and the response of the service [109]. In the context of an laaS
service, the service response time is the time between the user requesting a vir-
tual machine and the provision of a fully functional (i.e. booted and ready for

use) virtual machine by the provider [49].

Accuracy

Accuracy deals with promised performance values of the provider. It measures

22



4. Quality of Service

how often a cloud provider deviated from promised values. Performance values
in the cloud computing context are values regarding compute units, network,
and storage (e.g. CPU performance, network bandwidth, number of read/write
operations per minute). The promised values of the provider are stated in the
service level agreement that was either handed out by the provider or negotiat-
ed with the customer. Therefore, the accuracy can also be defined as frequency

of failures regarding a provided service level agreement [49].

Interoperability

Interoperability is the possibility that services of the same provider or of differ-
ent providers can interact with each other [49, 109]. This factor is crucial be-
cause a lack of interoperability can lead to lock-ins which restrict customers to

designated services of certain providers.

Portability

Portability deals with the ability to move or migrate applications and data from
one cloud provider to another, or between public and private cloud environ-
ments. As a quality of service criterion, this should be able without integration
issues or disruptions. The need for portability can emerge because of various
reasons, €.g. customers want to move to another provider because of a price in-
crease or poorly offered service. Another possibility could be that a company
wants to run its services in a location that is geographically closer to its cus-
tomers and therefore wants to change providers. As with interoperability, with-
out a certain degree of portability customers have to face possible cloud
provider lock-ins [69, 100, 109, 127].

An example of a use case where portability is important is the switching of a
PaaS provider of a customer. The customer could have deployed various appli-
cations on the PaaS infrastructure of the provider. However, because of various
reasons the customer wants to switch the PaaS provider. Therefore, the cus-
tomer has to transfer the applications (or the source-code of the applications) to
the new provider. The perfect situation would be that the customer does not

have to do anything with the code and is able to deploy it without further ad-
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justments on the PaaS environment of the new provider. However, this is not
always possible in today's practice because of proprietary APIs and missing

standards [116].

Availability

A customer should be able to access a service when needed [49, 109]. There-
fore, availability deals with the uptime of a service. This criterion is highly im-
portant when hosting a productive system on the provider's infrastructure since
failures of such systems can lead to massive losses as stated in chapter 4. Pub-
lic cloud providers mostly try to guarantee an uptime of 99.95% during a

monthly billing period [15, 61], but outages occur [129].

Reliability

Reliability is a criterion that indicates how well a service operates without fail-
ures. Failures in this context are not complete outages of a service, but deal
with disruptions and hardware or software errors during operation (e.g. failure

of a storage device) [49, 109].

Scalability
Scalability defines how well a system can scale up and down. Consequently, it
is also a criterion if a service can handle a large number of simultaneous re-
quests by scaling the necessary resources fast enough. This also reflects one es-
sential characteristic of cloud computing mentioned in chapter 3.1: rapid elas-
ticity [49].
Moreover, there are two different forms of scalability:
o Horizontal Scalability
Horizontal scalability describes the act of increasing the performance of a
system by launching new resources (e.g. virtual machines) and connecting
these resources to the existing ones using technologies like load balancing
or clustering [97].
o Vertical Scalability

Vertical Scalability deals with the ability to increase the performance of ex-
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isting services (i.e. virtual machines in this context) by adding additional

resources like processing units, memory, or network bandwidth [98].
Scalability is important when dealing with an unpredictable number of accesses
and peak loads. As mentioned in chapter 3.1, providers often offer auto-scaling
features that enables customers to define criteria (e.g. number of accesses per
minute) to automatically scale the respective infrastructure up and down when

certain thresholds are reached [7, 60]

- Security

Security is an important issue for many companies, especially when dealing
with sensitive data. When hosting data or applications within a public cloud en-
vironment, the customer has to trust the provider that it handles data safely and
responsibly. Still, it is not possible for customers to control the actual data pro-
cessing or look further into the provider's processes. As a result, security poli-
cies have to be in place and must be enforced. Therefore, security is a criterion
that is highly important. Saravanan et al. divide security in the context of cloud
computing further into three parts [109]:
o Confidentiality

Confidentiality deals with the protection of data stored within cloud envi-

ronments against unauthorized or unintended access [109].

o Data integrity
Data integrity ensures that data stored within cloud environments can only

be accessed and altered by authorized users [109].

o Privacy
Privacy describes that customers of cloud providers can (to a certain extent)
act freely in a technical context and are not observed or disturbed by third

parties [109].

4.2 Service Level Agreement (SLA)

The providers of cloud services should deliver their services with regard to the present-

ed criteria. In addition, customers need a legal basis to make sure that the provider
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meets the respective service criteria. To form a legal basis, a contract is necessary. This
contract in the context of cloud computing is a service level agreement (SLA).

An SLA is a document that defines the obligations of the cloud customer and the
cloud provider. By using an SLA, the provider can assure the customer that certain cri-
teria will be met [72]. Therefore, it is also the basis of the trust-relationship between
the provider and the customer, since customers are not able to directly control the pro-

cesses of the provider [34].

4.2.1 Types of Service Level Agreements

The Cloud Computing Use Case Discussion Group mentions that there are in fact two
types of SLAs used in practice: off-the-shelf agreements and negotiated agreements
[34]:
«  Oft-the-shelf agreements
These types of SLAs are offered by most public cloud providers. The agree-
ments are fixed and supplied by the provider. They are non-negotiable, so the
customers have to accept them if they want to use the service. Therefore, cus-
tomers with critical applications or data will certainly not use these offerings

[15, 34, 61].

-+ Negotiated agreements
Negotiated agreements are created via a negotiation process between the cus-
tomer and the provider. Hereby, the customer is able to present his specific
needs and is able to propose necessary quality of service criteria. However,
providers that accept the usage of negotiated agreements will certainly charge

higher prices [34].

4.2.2 Contents of Service Level Agreements

There a typical contents which should be included in an SLA that are mentioned by
Kandukuri et al. [72] and the Cloud Computing Use Case Discussion Group [34].
These are presented in the following sub-chapters. In addition, some of the mentioned
contents are also taken from various news magazines on the internet because the re-

spective topics fit well into the overall thesis.
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4.2.2.1 Definition of Services

The SLA should state the exact services that are offered by the provider and should
also describe the way they can be consumed [72]. In addition, it should include a de-

scription of each service delivered [34].

4.2.2.2 Ownership of Data

In many cases it is important to define which entity exactly is the owner of the data
stored within a cloud computing environment of a public cloud provider. This is be-
cause customers could store data within this environment that is copyrighted, trade-
marked, patented, or where the ownership plays a critical role in any other way [119,

121].

4.2.2.3 Performance Management

This section deals with the quality of service criteria mentioned in the previous chap-
ter. Customers often have certain needs regarding such criteria, e.g. they require a spe-
cific level of scalability or availability. An SLA has to state the respective criterion and
should express target-values or target-metrics that the provider has to deliver. There-
fore, there must be a mean for every service to monitor, measure, and analyze the re-

spective criteria [34, 72].

4.2.2.4 Problem Management

A section about the management of occurring problems should be included in the SLA.

It should also state arrangements of the provider to prevent problems [72].

4.2.2.5 Customer Duties and Responsibilities

The provider of a cloud service is commonly not the only entity that has obligations.
The SLA can state that also the customer has certain duties and responsibilities to sup-
port the service delivery process [72]. This section mostly deals with arrangements
against failure on the customer's side, e.g. the customer is responsible for created virtu-
al machines or applications deployed within a cloud environment. For example, the
public cloud provider Amazon Web Services states on its website for its [aaS service
Amazon Elastic Compute Cloud that security obligations are shared with the customer.
That means Amazon Web Services guarantees for the security of the underlying infra-

structure but the customers are responsible to properly secure their created virtual ma-

27



4. Quality of Service

chines [12].

4.2.2.6 Warranties and Remedies

The SLA should present remedies for customers if the provider could not meet the
terms stated in the SLA. For example, it should state which compensation a customer
receives if the provider was not able to meet the respective availability of a service de-
fined in the agreement. In addition, it should also mention exclusions of such reme-

dies, e.g. because of an act of nature [34, 72].

4.2.2.7 Security

Security is especially important for cloud computing services, because the customer
has to highly trust the provider. To ensure that the provider offers a secure environment
for the customer, the SLA should state the specific infrastructure and the security prac-
tices of the provider. These statements can include the usage of encryption when stor-
ing data of a customer, a properly secured network by using up-to-date network re-
sources (e.g. firewalls), physical security of the infrastructure by employing security

personnel, and so on [121].

4.2.2.8 Location of Data

The location of the data, i.e. where the data is hosted, is very important in cloud com-
puting environments because of legal aspects. When dealing with legal issues, the lo-
cation of the data generally defines the laws that apply to the respective data. Usually,
that are the laws of the country where the data resides. However, different countries
have different requirements regarding the security and the processing of data [121]. In
addition, if a customer stores data in more than one country, it is necessary that the
customer is sure that the cloud provider also complies with foreign legal issues regard-
ing the transfer of information [119].

Nevertheless, cloud computing is a service based on data and processing hardware.
That means, provider often store redundant copies of data in more than one location to
prevent the loss of data. That is also the reason why various cloud providers are not
able to guarantee a definite location in their SLA. However, that act does certainly not
always comply with the legal aspects described in the paragraph above. If data is

stored in more than country, there are often different laws and requirements to consider
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which can lead to legal issues [42].

4.2.2.9 Government Requests for Access to Data

An important topic in an SLA is also what happens, if there is a governmental request
for a customer's data. It should specify when, and even if the customer is informed in
the event of such an request, e.g. before or after the disclosure of the data. In addition,
it should include the obligations of the provider if the customer decides to contest the

governmental request [119, 121].

4.2.2.10 Disaster Recovery and Business Continuity

The SLA should include specific methods for cases of emergency on the providers side
to recover lost data. This is important, because such cases can happen and the provider
should be able to efficiently handle them. In addition, the customer has to be able to
assume that the business of the provider and the services delivered by the provider will
continue an acceptable amount of time [72].

Another form of continuity that could be mentioned in the SLA is the continuity of
the SLA in its current form. It could be possible, that the SLA of the provider will be
subject to change in future. Therefore, it is important to inform the customer if that can

happen and to which extent [118].

4.2.2.11 Termination

Termination deals with the end of business between the provider and the customer. The
SLA should state how a termination can occur and if there are certain obligations of

the contracting parties if a termination happens (e.g. further payments) [72].

4.2.3 Service Level Objectives (SLOs)

Service level objectives are generally part of an SLA. They are commonly derived
from the typical contents of a service level agreement mentioned in chapter 4.2, along-
side with various quality of service criteria mentioned in chapter 4.1. Service level ob-
jectives define measurable performance indicators that have to reach a certain perfor-
mance target. They define boundaries whether certain values of quality of service crite-
ria are acceptable or not. Summarized, SLOs are the objectives that have to be fulfilled

by the provider [34, 54, 130].
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Examples of SLOs are [34]:
- the average availability of the virtual machines hosted by the provider must be
at least 99.9999% per year
- the time it takes to create and run a new virtual machine must not exceed three
minutes
- it must not take longer than 5 seconds to reply to a request from a client ma-
chine
There are also various factors that affect the SLOs that apply. Customer created appli-
cations that run within the cloud environment of the provider will require other han-
dling than applications that are provided by the provider. There could also be differ-
ences between the interaction of applications and data that is hosted in cloud environ-
ments. An application that accesses data within the same cloud environment is likely to
process this data faster than an application that requests data over the internet, because
it can gather the data from the same infrastructure. In turn, an application that runs in
one cloud environment, but accesses data that is stored in a cloud environment of an-
other provider, will be slower because it has to request the data over a network. Such
cases have to be considered when defining SLOs [34].

The SLOs are not just obligations for the provider that have to be fulfilled. They can
also help the provider to plan the resources needed for a respective customer. Conse-
quently, the provider can exactly adjust its resources according to its customers [130].

Nevertheless, the ratings of service providers are often based on their ability to per-
form according to such SLOs. Failing to perform according to SLOs can lead to conse-

quences, including termination of the contract between customer and provider [130].

4.2.4 SLA Monitoring

The creation of an SLA is not the last step that has to be done to guarantee a certain
level of quality of service for the customer. The criteria that have been defined in the
SLA have to be monitored and measured so that violations of the SLA can be identi-
fied [34].

In addition, it is important to define if the customer automatically receives compen-
sation if certain criteria of the SLA are not met, or if the customer has to report SLA
violations to receive compensation. Indeed, this could be negotiated and defined in the

SLA, but in today's practice customers generally have to report violations by them-
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selves to receive remedies if the provider fails to fulfill the criteria of the SLA. Conse-
quently, the customer also has to measure the respective criteria. Public cloud
providers often offer interfaces to display some quality of service properties to their
customers (e.g. via a website) in near-real-time [13, 106]. However, the customer has
to trust these reports from the provider and has (without further interaction) no possi-
bility to verify this information. In addition, it is possible that the measurements of the
provider at its end and the events at the customer's end are different. Therefore, it is
possible to involve a neutral third party to measure the performance and report the
measurements to the customer and to the provider (e.g. Rackspace with its cloud moni-
toring product [91]) [35].

As mentioned in the paragraph above, monitoring the service performance is com-
monly a thing the customer should do too Therefore, there are mechanisms to monitor
cloud services against SLA violations. These can be called SLA monitors and they are
used to observe services at runtime to ensure, that the service fulfills the criteria de-
fined in the SLA [21]. Such mechanisms are implemented within various software
products that exactly monitor various performance aspects of a cloud service. Exam-

ples of such tools are Hazy Cloud [24], Cloud Status [64], and LogicMonitor [78].

4.2.5 Service Level Management

4.2.5.1 Service Level Management, Provider's View

The last chapter dealt greatly with the monitoring of cloud services and the focus lied
mainly on the customer. However, cloud providers certainly have interest in properly
fulfilling the SLA requirements. First, they want to have satisfied customers who want
to further use the service offered by them. Second, they are probably reluctant to pro-
vide compensation for customers for failing to achieve the respective service level ob-
jectives stated in the SLA. Therefore, cloud providers of course also monitor and mea-
sure their service to see how well they comply with given SLAs.

Consequently, they gather and measure data about their performance to make deci-
sions about their current infrastructure. This process is called “Service Level Manage-
ment”. With service level management, providers can see how well they perform re-
garding the given SLA criteria and can make decisions based on the data gathered.

For example, while analyzing gathered data, a provider could realize that the time it
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takes to supply a certain customer with a new virtual machine barely meets the cus-
tomer's requirements stated in the SLA. The provider could now respond to this by as-
signing more physical hardware to the respective customer to speed up the process.

Consequently, the goal of service level management for providers is to take smart
decisions regarding the SLAs of customers [34].

This service level management process can be further supported by so called “SLA
management systems”. SLA management systems consist of various software products
that provide features to enable or enhance service level management. These features
deal with the processing of SLA information and include the collection, storage and
management of such information. In addition, these systems commonly include moni-
toring mechanisms that can be used to monitor the performance of services for certain
customers with regard to the defined SLA. Therefore, the system can acquire perfor-
mance values of certain criteria and can check them against an SLA. If values do not or
just barely meet the values stated in the SLA, the system can send notifications to the

persons responsible [20].

4.2.5.2 Service Level Management, Customer's View

The term “Service Level Management” does not only exist at the provider’s side. Cus-
tomers can also make use of service level management. However, the characteristic of
the term is rather different from the customer's side. A customer uses service level
management to make decisions about the best way to use cloud services offered by a
provider. Criteria that play an important role in this decisions-making process are for
example the performance of a service and the costs.

For example, a customer of an IaaS provider could realize that the CPU load of
many created virtual machines is too high. Consequently, the customer could decide to
increase the number of virtual machines and use load balancing technologies to evenly
spread the CPU load. However, in turn the costs of the service could increase.

The process of analyzing the various possibilities to find out the best decision is
also called service level management. It helps customers to make good decisions with

regard to using a service [34].

4.2.6 SLA Frameworks

The SLA topic and the connected necessary steps are rather complex. The complete
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SLA process ranges from the negotiation or provision of a respective SLA, over the
monitoring and measurement of specific SLA criteria, to the reporting of violations of
the SLA. Therefore, researchers tried to create models that illustrate this process and
help to design and understand specific steps that can be realized in practice. These
models are generally called SLA frameworks and have different approaches and goals.

Most research that has been done in this context does not include cloud computing,
but greatly deals with the overall topic of SLAs. Two main specifications have
emerged that deal with the SLA process of general web services. These are the Web
Service Agreement (WS-Agreement) published by the Open Grid Forum (OGF) [16]
and the Web Service Level Agreement language and framework (WSLA) from IBM
[73]. In the context of cloud computing, researchers either decided to develop models
that are based on these specifications or developed completely new models by arguing
that models based on WS-Agreement or WSLA do not provide the appropriate struc-
ture that is needed for cloud services [1, 90].

The following two sub-chapters describe current SLA frameworks. The first
presents a framework that is not based on a prior specification, the second model is

based on WSLA.

4.2.6.1 SLA framework by Alhamad et al. [1]

Alhamad et al. [1] developed a conceptual framework that is not based on another
specification. The authors decided that way because they mention that WS-Agreement
and WLSA do not offer dynamic negotiation of criteria. They emphasize that such a
framework has to have a specific structure, so that customers can design their own
business rules with regard to the guarantees stated in the SLA.

The model is based on different metrics (i.e. the SLA criteria) that are proposed
from the authors for each service model. These metrics define functions that describe
how respective service criteria can be measured and state target-values that have to be
achieved. Additionally, the authors also mention metrics for a model they call “Storage
as a service” which describes the usage of storage capacity within a cloud and addi-
tional metrics for general SLA terms. Customers can use these metrics to negotiate ap-
propriate SLAs with the provider. Examples of metrics which are suggested in the
work of Alhamad et al. are [1]:

SLA metrics for [aaS: CPU capacity, memory size, boot time, ...
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SLA metrics for PaaS: integration, scalability, browsers, ...
SLA metrics for SaaS: reliability, usability, scalability, ...
SLA metrics for Storage as a service: geographical location, scalability, ...

SLA general terms: monitoring, billing, security, ...

Additionally, the authors present different forms of the SLA negotiation process that

can occur between the customer and the provider. They present three different scenar-

ios of how the negotiation process could work out.

1.

In the first scenario, the service provider offers a fixed SLA. Then the customer
can accept it by signing it, the customer can start a re-negotiation process if
there are some points that need to be improved, or the customer can terminate
the whole process. This scenario is quite similar to the use of off-the-shelf
agreements mentioned in chapter 4.2.1. The only difference is that there can be

a re-negotiation step [1].

The second scenario includes a trusted agent that is consulted during the nego-
tiation process. This agent should have experience in the fields of cloud com-
puting and defining appropriate SLA criteria. In addition, a number of activities
within the negotiation process can also be assigned to external agents. These
activities include the collection of data of business processes and goals of the
customer. This is done by monitoring necessary SLA criteria that are used in

the negotiation process [1].

As mentioned above, the framework differentiates between the different cloud
service models. The third scenario includes more than one agent. Every agent
should be a specialist within at least one service model. The customer then can
use consulting services from each agent for cloud services within the respective
service model. The agents define the appropriate SLA criteria and complete the
negotiation process. This scenario is most efficient if the customer needs ser-

vices that belong to more than one service model [1].

4.2.6.2 SLA framework by Patel et al. [90]

The SLA framework by Patel et al. [90] is based on the WSLA specification. This

specification consists of concepts and an XML language to create formal SLAs [73].
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The authors emphasize the need of such a framework by highlighting that many
present SLAs force the customer to report violations of the SLA by themselves. The
customer has to recognize violations and have to notify the provider to enforce the
SLA. The authors state that using a framework to create a formalized SLA allows the
creation of an automated SLA violation reporting process [90].

The authors recognized that the quality of a service can change over time. There-
fore, constant monitoring and measurement is necessary. However, they state that a
simple “measure and trigger” operation is not suitable for cloud SLA enforcement be-
cause of the great variety in consumer demands. The monitoring and measurement
process has to be customized.

In addition, the authors emphasize that the trust in the cloud service provider also
has to be considered. As mentioned in the SLA monitoring section in chapter 4.2.4,
customers may not completely trust the monitoring outcomes of the provider. There-
fore, customers can make use of third party mediators. These mediators also monitor
and measure various quality of service criteria and report the results and possible vio-
lations to the customer and the provider. This fact is also considered in the framework

[90].

4.2.6.2.1 Background: WSLA [73]

To illustrate the complete framework it is necessary to describe some of the fundamen-
tal specifications of WSLA. As mentioned above, WSLA is a specification that con-
sists primarily of formal XML documents and concepts [73]. It describes mainly three
entities:
- Parties
WSLA defines three different parties that are involved in the SLA process.
These three parties are: service provider, service customer and third parties.
Obviously the service provider is the provider of a respective service and
the service customer is the customer of the respective service. A broad
range of tasks can be assigned to third parties. Starting from the measure-
ment of quality of service criteria, over the supervision of the guarantees

stated in the SLA, to the reporting of possible violations of the SLA [73].
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«  SLA parameters
In the context of WSLA, SLA parameters (i.e. quality of service criteria) are
specified by metrics. Metrics define how to measure criteria (resource met-
ric), or how to aggregate metrics to create more combined and meaningful
information (e.g. transactions per hour, an aggregation of the transaction
count and the uptime of a specific service). These aggregated metrics are
called composite metrics. In addition, metrics also define which party has to
do the measuring and aggregation of the respective SLA parameter and also

defines how to retrieve it [73].

« Service Level Objectives (SLOs)
The SLOs presented in the context of WSLA are very similar to the SLOs
mentioned in chapter 4.2.3. However, in this context SLOs are enriched
with a “if..then” structure and can therefore be defined as formal expres-
sions. The “if” part contains conditions, e.g. “if the average availability of
the virtual machines hosted by the provider is not at least 99.9999% per
year, ...”. The “then” part defines an action guarantee that represents prom-
ises of parties to do something, e.g. ..., then the customer receives appro-

priate monetary compensation from the provider” [73].

It is important to remember that WSLA contains specifications and is build upon XML
[73]. These specifications are used by Patel et al. to create a framework for SLA pro-

cesses within the context of cloud computing [90].

4.2.6.2.2 Big picture of the framework [90]

Patel et al. [90] created an illustration of their framework. This illustration reflects the
different aspects of the framework in a concise and clear way. The illustration is pre-

sented below, followed by descriptions of the different parts of the framework.
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It is important to mention that the authors assumed that the negotiation process has fin-

ished and that the SLA document has already been created when using this framework.
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In addition, the SLA framework does not consider the way the respective cloud ser-
vices are provisioned. Consequently, this framework deals only with monitoring and
enforcement processes of SLAs. Therefore, the respective areas in the Figure 8 inside
the dotted rectangles are considered out of scope of the framework [90].
The framework as such starts with the finished SLA document. This document has

to be deployed to entities which offer certain services. Deployment in this context is a
special term because it reflects a process stated in the WSLA specification. The de-
ployment process includes the checking of the validity of the SLA and the distribution
of the document fully or partly to the involved parties [73]. The reason why the SLA
could also only be partly distributed to involved parties is because the provider and the
customer may not want to hand the complete SLA to third parties. This could be be-
cause of security considerations for example [73, 90]. The receivers of the SLA then
provide services to support the SLA process. These services are in fact typical WSLA
processes but have been slightly adapted by the authors of the framework to fit into the
cloud computing context [90]. The three mentioned services are:

Measurement Services

Measurement services measure the performance of cloud services at runtime.

The authors also recognized that usage and costs of cloud services are also dy-

namic. Customers are easily able to request new resources and use them. In

turn, the costs of the cloud resources are also increasing. Therefore, they in-

cluded them inside the framework as usage and cost services and stated that

they should be included in the set of measurement services [90].

Condition Evaluation Services

These services are used to check the data delivered by the measurement ser-
vices against the service level objectives. If the condition evaluation services
detect an SLA violation, they report it to the management services. The authors
of the framework also realized that the evaluation action has to occur more fre-
quently within cloud computing than with ordinary web services. They state
that in cloud computing, SLA violations mostly occur when the load of the
provider is high. Therefore, they added a dynamic scheduler that ensures that

the evaluation checks are performed more frequently when the load of the
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provider reaches specified thresholds [90].

- Management Services
The management services are responsible for enforcing the SLA by receiving
reports from the condition evaluation services. If they receive a report that
states that an SLA violation occurred, the managements services are responsi-
ble for taking corrective actions. The specific execution of these corrective ac-
tions should be part of the SLA. The authors state that in the context of cloud
computing these actions would commonly be financial compensations from the
provider to the customer. However, practice showed that also the granting of
credits which can be used to settle further payments is a way to reimburse the
customers for not fulfilling the SLA [15, 61]. The process of handling the com-
pensation-process is executed by accounting services that could also be deliv-

ered by a separate third party [90].

It is important to mention that the services described above can be provided by one or
more different third parties (e.g. different companies). That means the customer could
hire a company A that provides measurement services, a company B that provides con-
dition evaluation services, and a company C that provides management and accounting
services. It would also be possible that all these services are just provided by just one
company. In short, the framework is just a formalized structure of how SLA processes
can be handled in cloud environments and which “abstract” entities should take part in

this process.

4.2.7 Current SLAs

This chapter is designed to give an overview of how SLAs are currently used in prac-
tice and how certain SLA processes are handled. It gives also a critical reflection of
present SLAs and describes considerations in this context.
For this thesis, the SLAs of five different IaaS cloud products of well-known providers
were analyzed and compared to give a concise overview of the current “SLA
situation”. The analyzed products are:

«  Amazon Elastic Compute Cloud (EC2) by Amazon Web Services [15]

+  Google App Engine by Google [61]
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Cloud Servers (Next Gen) by Rackspace [92]

Cloud Services, Virtual Machines and Virtual Network of Windows Azure by

Microsoft [82]

vCloud Express by Terremark [117].
To enrich argumentation the work of Baset [108] was consulted. Baset developed an
“anatomy” to compare SLAs and also presented present SLAs and made a conclusion
[108].

All of the current SLAs from the mentioned cloud providers and cloud products are
off-the-shelf SLAs (cf. chapter 4.2.1). That means, the SLA is presented by the respec-
tive service provider and the customers have to accept it if they intend to use the ser-
vices of the provider. In essence, all of the mentioned SLAs are quite similar. This is
reflected by four main points:

Focus on availability

All of the SLAs deal primarily only with the availability criterion. The service
providers guarantee a certain uptime of the respective service per month (be-
tween 99.5% and 100%). Depending on the actual uptime percentage of the
service, customers are eligible to receive compensation. However, the way the
uptime percentage is calculated differs between the service providers. Within
Amazon EC2, Google App Engine and the products of Windows Azure, the
monthly uptime is simply calculated on a minute basis (total number of min-
utes of a month minus the number of minutes the service was not available di-
vided by total number of minutes) [15, 61, 82]. The way the uptime of Cloud
Servers (Next Gen) by Rackspace is calculated is more complex because it of-
fers a much more itemized SLA. That means, there are separate categories for
the different characteristics of the service, but in fact it comes down to a system
that is based on the downtime of the different features of Cloud Servers
(NextGen) [92]. Terremark indeed state that it guarantees a 100% uptime of
vCloud Express, but it calculates on a basis of 15 minutes. That means as long
as the service is not down for longer than 15 minutes a month, it is treated as if

it had a monthly availability of 100% [117].
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Credits as compensation

All of the mentioned providers grant credits as a form of compensation if they
are not able to meet the uptime percentage stated in the respective SLA during
a month. One credit has generally the value of one dollar. The amount of cred-
its granted depends on the actual downtime of the respective service and differs
among the providers. However, all providers (except Rackspace) state a certain
cap that represents the maximum possible amount of credits granted per month.
This cap is commonly defined as a percentage of the fees a customer has to pay
in a given month (usually 10% to 50% of the service fees in the respective
month) [15, 61, 82, 117]. As stated in the previous point, Cloud Servers (Next
Gen) by Rackspace offers a much more itemized SLA that also allows the
granting of credits up to 100% of the service fees in some cases [92]. The
granted credits can be used to settle payments for the respective cloud service

[15,61, 82,92, 117].

Customer has to report SLA violations

All SLAs of the mentioned cloud products leave the customer with the burden
to report SLA violations (e.g. if the guaranteed uptime was not met). To claim
credits, the customer has to inform the provider about the violation. The way
the provider has to be informed depends on the respective provider. The SLA of
Amazon EC2 states that customers have to contact Amazon Web Services by
opening a “case” via a webform [15], customers of Google App Engine are just
required to contact the technical support (an exact way is not stated) [61],
Rackspace Cloud Servers (Next Gen) have to create a ticket and provide log-
files of the downtime [92], the SLA of the products of Windows Azure states
that customers have to contact the customer support [82], and customers using
vCloud Express have to send an email to the vCloud Express support [117]. In
addition, all SLAs state that the customer has to bring in such claims or re-
quests within a certain time span (either within 30 days [61, 92, 117], until the
end of the billing month after the incident occurred [82], or until the end of the
second billing month after the incident occurred [15]). If a customer misses to

submit a claim on time, the customer is not able to receive compensation at all.
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What is more, all SLAs require the customer to provide evidence about the vio-
lation, e.g. by submitting log-files of the incident. That means the customer is
in charge of exactly monitoring the uptime of the respective cloud service and

has to create logfiles to report possible incidents.

SLA Exclusions

All of the SLAs present exclusions that define under which circumstances the
SLA does not apply. The observation of every exclusion of each SLA would ex-
ceed the scope of this chapter. However, there is an important point that is men-
tioned in all of the SLAs. They all state that they do not apply when a down-
time occurs with a cause that is outside of the reasonable control of the
provider [15, 61, 82, 92, 117]. Examples of this statement mostly include force
majeure and internet problems because of an error beyond the demarcation of
the respective cloud service provider. However, it is hard to define the scope of
“reasonable control” of the provider. The SLA of Cloud Servers (NextGen) by
Rackspace mentions that denial of service attacks, virus activity and hacking
attempts are also included in the “outside of reasonable control” term [92].
That means the risk of attacks by hackers is passed to the customers. In that
case they would not receive compensation if the service fails because of such
attacks. It is hard to tell if every service provider handles such incidents like
that, but it shows that the term “outside of reasonable control” can be very

broadly defined.

By comparing the different cloud SLAs, one recognizes that the providers only state

availability guarantees in their respective SLAs. They do not provide statements and

guarantees about the performance of the service. That means, customers do not get the

assurance that (in case of laaS services) custom-created virtual machines perform like

defined during the creation process. Customers have to trust the provider that respec-

tive resources are assigned to their virtual machines. However, within business envi-

ronments performance can be a very important criteria. As there are no guarantees

about performance stated in the SLA, customers are not able to receive any compensa-

tion if the provider is not able to provide the needed performance [108].
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Another critical point is the way customers receive compensation because of viola-
tions of the SLA. The SLAs of all the mentioned cloud products state that customers
receive credits if certain guarantees are not met. The amount of credits granted general-
ly depends on the actual uptime of a service in relation to a defined uptime percentage.
As mentioned above, these credits can only be used to settle payments for the provider.
That means, customers do not receive direct compensation for their losses because of a
failure of the cloud service. They are not adequately reimbursed for financial damages
they suffer because of downtimes. For example, if a customer runs productive services
inside a public cloud environment of one of the providers mentioned above and the
public cloud gets inaccessible because of errors of the provider, the customer has to ac-
cept the possible losses and only receives credits as compensation. Such a scenario is
probably unacceptable for many enterprises.

It is also important to mention the representation of present SLAs. They are all in a
textual form and differ in their structure. Consequently, the comparison of different
SLAs is rather complex and takes much time. To achieve a better transparency between
different SLAs, a standardization of the presentation of SLAs would be necessary. This
standardization could lead to a structured representation of an SLA (e.g. with XML). A
structured representation of an SLLA would also enable it to automate the various SLA

processes (cf. the cloud framework of Patel et al. in chapter 4.2.6.2) [90, 108].

5 Discussion

Cloud computing does not only have benefits. Therefore, it is necessary to discuss the
advantages and disadvantages of cloud computing. Finally, this thesis is concluded by

considering all the information of this thesis.

5.1 Advantages of Cloud Computing

This chapter deals with the various advantages of cloud computing. It presents key
points that describe the possible potential of cloud services. In addition, there are ex-
amples for each point that illustrate the benefits in practice. Most of the presented ad-
vantages apply for all deployment and service models. However, some benefits can be
rather matched to certain kinds of service or deployment models. For example, many

benefits that deal with cost savings that result from renting resources from a provider
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apply mainly to public cloud environments. In cases where such an association is nec-

essary and informative it is pointed out.

5.1.1 Scalability

Besides that scalability is an essential characteristic in the context of cloud computing,
it is also one of the major benefits of it. Resources can be delivered on-demand, but
they can also be expanded on demand. Users of cloud computing can make use of this
benefit if they want to deploy applications that will have to handle an unpredictable
load. The provided resources are even able to scale according to pre-defined criteria
(e.g. accesses, load). In addition, scalability can also support business growth. For ex-
ample, even a small company can start with the usage of a cloud computing environ-
ment. As the company grows, the cloud environment can also scale with it [7, 28, 133].

Scalability can be implemented in many forms. As mentioned in chapter 4.1, there
are two kinds of scalability: horizontal scalability and vertical scalability. The IaaS
providers Amazon Web Services [3] and Rackspace [94] offer horizontal auto-scaling
features for their respective laaS products. That means, they enable the automatic
launch of new virtual machines depending on pre-defined criteria or policies. Howev-
er, it is always possible to launch new virtual machines and define the necessary per-
formance criteria manually [7, 23].

The PaaS provider Google implemented automatic scalability for its product
Google App Engine in a way that the customer does not have to specify anything to en-
able scaling. The automatic scaling is “built in” within Google App Engine. Therefore,
the customer only has to create applications and deploy it on the Google App Engine
cloud. Google App Engine automatically scales the required resources depending on
the needs of the application. This process runs completely in the background and the
customer does not notice it [60].

Customers of SaaS providers should not perceive the scaling processes either. As
the SaaS model delivers the customer ready-to-use applications, she or he does not
have to do anything regarding the underlying infrastructure. The provider is in charge
of managing this infrastructure and has to implement models and processes that can
deal with the needs of the customers. Therefore, the provider has to utilize scalable re-
sources. This is generally done by using a cloud infrastructure in the background.

However, it is also possible that an SaaS provider uses the services of other cloud
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providers like Amazon Elastic Compute Cloud [110].

5.1.2 Dynamic Pricing Models

This chapter deals with the costs of cloud services and their pricing. However, it is
necessary to mention that this chapter deals mainly with public cloud services because
public cloud providers typically offer such pricing models. Within a private cloud envi-
ronment the owner of it (i.e. the company who uses the environment) has to bear the
entire costs for it.

Most public cloud providers (especially within IaaS and PaaS service models) offer
highly dynamic pricing models. That means customers only have to pay for resources
which they really use. These dynamic pricing models are also referred to as pay-as-
you-go pricing models because that expression directly covers the economic benefit of
the customer [22, 133].

For example, customers that use the [aaS service Amazon Elastic Compute Cloud
[6] basically have to pay for each virtual machine they have running. The actual costs
are calculated per hour a machine is running and they depend on the defined resources
of the virtual machine. In addition, there are fees for data transfer and extra features
[5].

The PaaS service Google App Engine has a similar pricing model. Users that deploy
applications via Google App Engine have to pay for the resources these applications
consume. There are different fees for various kinds of resources. For example, cus-
tomers have to pay for every hour the front-end of an application is running, for the
network traffic an application is generating (per GB transferred), and for certain num-
bers of API calls of the application (depending on the respective call, e.g. per 10k basic
operations).[56].

Most SaaS providers also implement dynamic pricing models but in a slightly dif-
ferent way than laaS or PaaS providers. To describe the way SaaS providers charge
their customers the three SaaS providers Concur [38], Cornerstone OnDemand [40]
and Salesforce.com [103] were observed. The SaaS products of the mentioned
providers include a monthly fee for each user who accesses the SaaS product. In addi-
tion, the customer can select different editions of the software that differ in the features
they offer. Editions that have more features come also with a higher fee. Considering

these facts, it can be said that SaaS products also offer dynamic pricing models be-
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cause the customers have to pay fees according to their selected feature set [39, 41,

104].

5.1.3 Prevention of Underutilization and Reduction of Operational Costs

Companies that offer services over the internet via their own infrastructure have to
consider peak-loads. Such companies must have enough resources to deal with them,
even if the average load is much lower. This is necessary because these companies do
not want to loose customers because of unavailability or high response times. There-
fore, many resources are in an idle state most of the time and this leads to high opera-
tional costs. With cloud computing (and especially with the usage of public or hybrid
cloud services) companies do not have to provide the capacities to deal with peak-
loads because the required resources to cope with them can be allocated and deallocat-
ed very quickly on demand. In such cases, companies only have to pay for the re-
sources they really use, even during peak-loads. This benefit is accompanied by the
benefit of scalability mentioned in chapter 5.1 because the rapid scalability enables this
advantage. In practice, this benefit can be leveraged by completely running the service
offered by the company within a public cloud or by running the service in a private
cloud and utilizing additional resources from a public cloud for peak-loads (i.e. hybrid
cloud model). In short, the possibility of requesting and renting resources from exter-
nal cloud providers enables companies to reduce their operational costs by being able
to efficiently use their own infrastructure and thereby preventing underutilization of it

[22, 133].

5.1.4 Elimination of Upfront Investments

Companies that want to offer own web-based services do not necessarily have to invest
in own infrastructure when they are using cloud services. They can rent resources from
a cloud provider and have to pay for for their usage. This benefit also comes along
with the dynamic pricing models mentioned in chapter 5.2. Therefore, customers do
not have to buy own computing resources and other hardware. They do not have to
maintain or manage the underlying infrastructure either [133].

This way of using resources in a cloud computing context is also often referred to as
“CapEx to OpEx” which means that customers of cloud services convert capital ex-

penditure (i.e. expenses to buy assets; in this context expenses to buy the respective in-
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frastructure) into operational expenditure (i.e. ongoing costs for a running system, in

this context the fees for the cloud service) [22].

5.1.5 Shifting the Risks

This benefit deals with the reduction of business risks by shifting them to the cloud

provider (especially within public and hybrid cloud environments). In fact, there are

two kinds of risks that can be mitigated with cloud computing.

1.

Shifting the risk of infrastructure errors

By using the services of a cloud provider, companies do not have to deal with
errors that occur within the cloud infrastructure. The cloud provider is in
charge of dealing with such errors. That can be beneficial because cloud
providers generally have more expertise and have more specialists to deal with
such risks. However, it is necessary to mention that this benefit can only be
considered advantageous if the cloud provider is really better in dealing with
such errors than the respective customer and if the customer is properly safe-

guarded in case of errors (e.g. with an SLA) [133].

Shifting the risk of misestimating workload

This point comes along with chapter 5.1.3 because it also deals with over- or
underutilization of resources. However, it is also a point in this chapter since
the over- or underutilization illustrates a risk companies usually have to deal
with. By using cloud services, this risk is shifted to the cloud provider. Cus-
tomers can easily and quickly request new resources if they are needed. Since
cloud providers have to deliver the requested resources, the risk is shifted to
them. It has to be mentioned that cloud providers may offer different hourly-
fees depending on if the resources have been reserved upfront (cf. chapter 4.1).
Customers usually have to pay higher fees if the resources have not been re-
served, this higher fee can be seen as a premium charged by the provider for as-

suming the risk [22].

5.1.6 Easy Access

The benefit of easy access reflects the fact that cloud services are usually web based.

Therefore, they can be accessed with all kinds of devices that have web-access. For ex-
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ample, web services can be accessed via computers or laptops, but also via smart
phones and tablets. Cloud providers commonly offer a website that can be accessed via
a web browser, but some providers also offer other ways to access the service. Amazon
Web Services offers a stand-alone app for iOS and Android that enables it to comfort-
ably supervise and manage different aspects of its services [9]. Summarized, this
means that users of cloud services can access and manage them on a great variety of

devices with a connection to the internet and nearly everywhere [133].

5.2 Disadvantages of Cloud Computing and Considerations

This chapter deals with the disadvantages of cloud computing. As stated in the ap-
proach of this thesis (cf. chapter 2.2), it is also important to identify the disadvantages
of cloud computing to make use of it appropriately. The following sub-chapters de-
scribe these disadvantages and present characteristics that have to be considered when
using cloud computing services. They also describe possible solutions and develop-
ments regarding these issues. As in chapter 5.1, some of the stated disadvantages apply
only for a selection of service and deployment models. Therefore, in cases where dis-
advantages can be matched only to some service or deployment models, it is indicated

accordingly.

5.2.1 Auvailability

Availability is a critical factor for many enterprises. If services are offered for produc-
tive environments, it is necessary that they are available and accessible when they are
needed. This taken into consideration, this sub-chapter greatly deals with the availabil-
ity of cloud services and especially with the availability of public cloud services that
are consumed over the internet.

Customers using services from a public cloud provider depend on that provider. They
have to trust the provider that the service is available when needed. However, cus-
tomers are not able to directly control the processes of the provider and therefore can-
not make sure that they are executed properly. As mentioned in chapter 4.2.7, providers
try to guarantee a certain uptime that is stated in their SLA. Nevertheless, there are two
things to take into consideration. First, the guaranteed uptimes stated in the SLAs are
just goals of the provider. Outages can and do occur [129]. Second, the compensation

for customers if the provider is not meeting the requirements stated in the SLA are
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commonly just credits that can be used to settle further payments (cf. chapter 4.2.7).
Therefore, it can be highly critical for an enterprise to trust in only one cloud service
provider.

Armbrust et al. [22] state that even despite the bad publicity of outages of cloud
providers, the infrastructure of many enterprises is not as good as the infrastructure of
cloud service providers. Therefore, they mention that the only way to guarantee a high
reliability of cloud services is to make use of multiple cloud providers. This leads to a
situation where there is no single point of failure.

There are in fact many providers that allow customers to select different regions
(e.g. Europe, USA, ...) where they want to host their data and applications (e.g.
Amazon EC2 [6], Rackspace Cloud Servers [94]). When using services from the men-
tioned providers, customers can select that they want to host their data and applications
redundantly in more than one region [14, 93]. However, it is still possible that the
provider has a common software-infrastructure or the same accounting system across
these regions. An outage of this common infrastructure or the common accounting sys-
tem could lead to an outage of the whole service. Consequently, the usage of more than
one cloud provider is preferable [22].

It is necessary to mention that using the cloud services of more than one cloud
provider redundantly leads to higher costs. In addition, it is also questionable if the dif-
ferent cloud providers offer a certain level of interoperability and portability. This
would be necessary to make use of more than one provider comfortably.

What is more, the availability of a certain cloud service is not only dependent on the
cloud provider. Another factor that has to be considered when talking about availability
is the internet connection of the cloud customer (e.g. an small business company). As
cloud services are generally consumed over the internet, the internet connection of the
customer also becomes a key point of vulnerability. If the internet connection of the
customer breaks down, the employees of the company are not able to consume the ser-
vice. In addition, it is also necessary that the internet connection of the customer pro-
vides enough speed so that the employees of the respective company can use the ser-

vice appropriately [79, 126].

5.2.2 Interoperability and Portability

Interoperability is the possibility to run services across more than one cloud provider.
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Portability deals with the way of transporting data and applications from one service
provider to another. Both of them can become important if customers want to switch
cloud providers. Additionally, they are also mentioned in chapter 4.1 as an important
quality of service criteria.

A lack of interoperability and portability can lead to provider lock-ins. That is be-
cause the customers of a cloud provider depend on the cloud provider and do not con-
trol its infrastructure like their own IT. In addition, most major cloud providers use
proprietary data storage and APIs. That means switching the provider is commonly not
easy. [22, 63].

This is a fact that has been known for a long time, therefore solutions are in devel-
opment. A possible way to deal with the topics of interoperability and portability is to
make use of open-source software instead of proprietary. The cloud platform “Open-
Stack™ [88] is heavily evolving and is already deployed by cloud providers [26]. For
example, the HP Public Cloud [62] and IBM SmartCloud [122] are based on Open-
Stack.

5.2.3 Security

Security is a big issue within cloud environments. Customers that want to store their
data and host their applications inside cloud environments have to be sure that they are
properly secured. However, in the context of public clouds enterprises do not have full
control of the underlying infrastructure. The data of the customers is hosted in data
centers all over the world, so they have to trust the provider that their data is handled
appropriately. In addition, there are companies which deal with sensitive customer
data, trade secrets, classified information and so on. Such companies are often not able
to move into the cloud because many public cloud providers are not able to guarantee
proper protection [63].

Most major cloud providers try to build up trust by presenting assurance programs
or certificates to guarantee that their infrastructure is designed and managed according
to standards and best practices (e.g. HIPAA, SOC, ISO 27001). For example, Amazon
Web Services presents a website called “AWS Compliance” [8] where it presents in-
formation about assurance programs, reports and certifications [8]. However, there is
still uncertainty and there are considerations that have to be taken into account.

There are security risks that can be matched to certain service models as well as se-
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curity issues that deal with the structure of the whole cloud computing model.

When considering the three service models of [aaS, PaaS, SaaS and their structure (i.e.
[aaS at the bottom, PaaS in the middle, and SaaS at the top), it is noticeable that if a
service provider takes care of the lower parts of this model, the customer has to take
care of the upper parts. For example, an IaaS provider offers the infrastructure to en-
able customers to create and run virtual machines. That means, the provider is in
charge of securing the underlying infrastructure and the customer has to take care of
the created virtual machines. The same concept can be used when comparing PaaS and
SaaS. Therefore, the lower the service model is allocated, the more responsible be-
comes the customer with regard to implementing and managing security capabilities.
However, that also means customers have less control over their data when using “up-
per” service models. Customers of SaaS providers often do not have visibility into the
way their data is stored and secured. This leads to the fact that a classification of secu-
rity issues according to service models makes sense [114].

The following three sub-chapters describe security issues within the service models
SaaS, PaaS, and IaaS. These chapters deal especially with public cloud implementa-
tions of these models. The fourth chapter describes issues that particularly deal with
the architecture of the cloud computing model, i.e. physical resources that use virtual-
ization technologies to offer certain characteristics which are essential for cloud com-

puting (cf. chapter 3.2).

5.2.3.1 Security issues in SaaS

In the context of SaaS the customer has to fully trust the provider regarding security
measures because customers only use the provided application and do not know what
happens in the background. What is more, as SaaS provider often have more than one
customer, they have to make sure that different users do not see the data of each other.
It is also possible that SaaS providers host their offered applications inside the cloud
infrastructure of other third-party cloud providers (e.g. Amazon Web Services) which
leads to the fact that it could be possible that the applications of the SaaS provider
could be hosted on the same physical infrastructure as applications of other SaaS
providers. Moreover, these third-party cloud providers could replicate the data in vari-
ous other data centers to maintain availability. Consequently, an overlapping infra-

structure is created and the transparency of the the data is further constrained. This fact
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indicates a lack of control of customers over their own data and increases concerns

about data breaches and applications vulnerabilities [114].

5.2.3.2 Security issues in PaaS

PaaS services offer customers to use the underlying infrastructure to deploy own appli-
cations. That means the customer is in charge of properly securing the deployed appli-
cation and the provider has to secure the environment below this application level. In
addition, it is necessary that the provider ensures that data from a certain application is
inaccessible by another application. In essence, PaaS is more flexible then SaaS be-
cause customers can create and run own applications. However, that means the built-in
security capabilities of the provider are also more flexible or less complete. Customers
therefore have to create their own layers of security inside their applications [114].

In addition to not being able to access data form other applications, it can also be
critical if PaaS applications can directly access the underlying infrastructure. This
could lead to attacks and misuse of it. Therefore, it is necessary that applications are
isolated from each other and the underlying infrastructure. However, this fact depends
on the way applications are executed by the cloud provider within a PaaS environment.
Comparing Amazon Elastic Bean Stalk (the PaaS product of Amazon Web Services)
[10] and Google App Engine (the PaaS product of Google) [58], there are two different
ways of achieving the isolation of different applications.

Google App Engine uses sandbox environments to secure deployed applications.
Every application that is deployed onto Google App Engine runs in its own sandbox
environment. Within such environments the access to the underlying operating system
is restricted. This leads to more security and enables Google App Engine to operate
faster [59].

Amazon Elastic Beanstalk is built upon Amazon EC2 instances. Every application
that is deployed via Amazon Elastic Beanstalk runs on a single Amazon EC2 virtual
machine. The deployed application has complete control over this underlying virtual
machine. However, this virtual machine has per default no access to other virtual ma-
chines created within Amazon EC2. Consequently, it can also be considered as a se-
cure environment [10, 11].

Nevertheless, customers cannot directly check the implementation of these secure

environments and therefore have to trust the provider that they are implemented prop-
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erly and securely.

5.2.3.3 Security Issues in laaS

Within IaaS service models the customer has the highest degree of control over securi-
ty compared to the other service models. Customers can usually define by themselves
how they want to implement security mechanisms on their created virtual machines.
However, to create a secure environment it is required that the underlying infrastruc-
ture (i.e. the hardware and the virtualization technologies) does not have any security
holes [114].

As mentioned above, the [aaS service model offers the customer much flexibility
also regarding security. Therefore, laaS providers want to make sure that they are not
liable if their customers do not take care of the security of their virtual machines. For
example, Amazon Web Services defines in a security statement for Amazon EC2 that
the responsibility to provide security is shared with the customer. As shortly mentioned
in chapter 4.2.2.5, Amazon Web Services guarantees that it secures the underlying in-
frastructure up to the hypervisor. That means it takes care of security issues on the
physical and the virtualization level. Customers of the service have to secure their cre-
ated virtual machines and anything that they install on it. They are required to properly
create user-accounts that can access these virtual machines and need to configure prop-
er firewall rules for network packets that are sent to and from the virtual machines.
[12, 114].

This leads to two considerations. First, it is necessary that customers of the laaS ser-
vice have enough expertise in managing and securing their virtual machines. Second,
they still have to trust the laaS provider that the virtual machines are hosted within a

secure environment.

5.2.3.4 Security Issues based on the Cloud Computing Architecture

This chapter deals with the security issues that result from the architecture of cloud
computing. It presents especially issues that exist because of the usage of virtualiza-
tion-technologies. Therefore, it describes threats on the “Resource Abstraction and
Control Layer” (cf. chapter 3.2).

As mentioned in chapter 3.2, hypervisors are used to create and manage virtual ma-

chines in the context of cloud computing. This leads to the essential characteristics of
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cloud computing presented in chapter 3.1. However, these hypervisors can be the target
of attacks that result in severe consequences for the hardware and the hosted virtual
machines. Especially in the context of [aaS services where users are able to create their
own virtual machines on top of a hypervisor, the hypervisor is particularly vulnerable
to attacks. Attack scenarios are possible because providers of laaS services are not
aware of the contents of virtual machines of their customers. The providers are not
able to detect the exact software that is running inside a user-created virtual machine.
For example, an attacker could be a customer of an IaaS provider. In that case, the at-
tacker would be able to create virtual machines on the infrastructure of the provider
and would be “close” to the hypervisor. This leads to the fact that the virtual machines
created by customers are entities that cannot simply be trusted by the provider. Keep-
ing all that in mind, the direct victim of possible attacks in this context is the laaS
provider. Its hypervisors and hardware are possible targets for attacks. However, since
other customers are also hosting their virtual machines within the environment of the
[aaS provider, they can be harmed and attacked indirectly [67].

Ibrahim et al. [67] presented an overview of possible vulnerabilities and security
threats regarding the cloud computing architecture. They divided them into three dif-
ferent categories which are described below.

- Hypervisor Attacks

Hypervisor attacks try to directly harm the hypervisor. The big upside attackers
see in compromising the hypervisor is that it enables them to gain control over
the host system. That includes the virtual machines that run on it and possible
applications installed on it [67].

Some hypervisors also run one special virtual machine that has privileged
rights across all running virtual machines. This special virtual machine is used
for administering the other hosted virtual machines. Such a special virtual ma-
chine could also be a promising target for attackers. A scenario could be that an
attacker successfully exploits possible weak spots of such a special virtual ma-
chine and manages to gain control over the hypervisor or other virtual ma-

chines [67].
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-« vSwitch Attacks
A vSwitch is a virtual switch that runs along with the hypervisor and manages
the traffic between the virtual network interfaces of the virtual machines and
the physical network interfaces of the physical hardware. In addition, it also
controls the traffic between the virtual machines hosted on the same physical
hardware. Keeping that all in mind the vSwitch basically acts like a physical
switch in non-virtualized environments. The main task of the switch is to for-
ward frames on networking layer two and therefore it is necessary for network
communication. This all makes the vSwitch to a potential target of a range of

layer 2 networking attacks, very similar to a physical layer two switch [67].

- Virtual Machine Attacks
A typical physical machine in a cloud computing environment can host many
different virtual machines. These virtual machines can be direct targets of vari-
ous attacks. Nearly every attack that affects a physical server is also able to af-
fect a running virtual machine. However, if a virtual machine on a specific
physical server is compromised due to an attack, the other virtual machines on
the same physical machine are also vulnerable, even if they are not running.

This is because they share the same hardware and the same hypervisor [67].

Research regarding these security threats is ongoing. However, there are still chal-
lenges that have to be solved. Basic approaches that try to deal with these issues are
presented under the following bullet-points.
Usage of traditional security solutions for virtual machine environments, i.e.
firewalls, intrusion detection systems and intrusion prevention stems [67].
- Implementation of a security virtual machine that monitors other virtual ma-
chines from “outside”. That means it creates a view of the virtual machines on
a hypervisor level [67].
Usage of micro hypervisors that use specialized micro-kernels which are more
difficult to exploit [67].
- Usage of special processors that secure the hypervisor against hypervisor-at-

tacks [67].
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These approaches are steps toward solutions for the security issues. However, the chal-
lenges that have to be solved include performance problems that result from the neces-
sary monitoring of the virtual machines and the lack of information acquired from it.
For example, the use of a security virtual machine just enables the monitoring of the
virtual machines from a hypervisor perspective which includes memory-pages, disc-
blocks and low level instructions. However, important information like processes,

files, events, and system calls are not monitored [67].

5.2.4 Privacy

Privacy is an important topic in the context of cloud comping. This is mainly because
customers of public cloud providers entrust their data to them. Prominent examples for
such cases are webmail services, which are in fact SaaS offers. The emails are stored
on the infrastructure of the provider where customers can access them. This means
customers have to trust the provider that their e-mails are treated confidentially and se-
curely. However, the customers cannot look inside the borders of the provider and can-
not check the actual processing of them. Therefore, accidental or even deliberate dis-
closure can be possible. This could of course have severe consequences for customers
[102].

There are also other ways providers can use data collected from customers. An SaaS
provider that offers a CRM (customer relationship management) service could log up-
dates of contact data that is done by its customers and make this data available to other
users with the same business connection. This could be a very useful service offered by
the provider, but in fact it would be a violation of the customer's privacy [29].

Therefore it is necessary to provide policies and legislation that ensure the appropri-
ate usage of customer's data. However, policies and legislation are insufficient to fully
make sure that cloud providers do not abuse data of customers. Even if policies are in
place, misuse is still possible. Consequently, another layer of security would be benefi-
cial. Current research deals with algorithms that enable the processing of encrypted
data. The goal of this research is that customers are able to upload encrypted data onto
the cloud infrastructure of the provider and the provider would still be able to perform
computations and searches on the encrypted data without having to decrypt it. This as-
sures that the provider is not able to read the data. Such techniques have already been

shown possible, however, they are very expensive and resource-intensive. Therefore,
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they show little practical potential. Nevertheless, research is going on and there are

regular improvements [102].

5.2.5 Legal Aspects

Legal aspects are important with regard to cloud computing because of the structure of
the cloud computing model. In the context of cloud computing, providers offer their
resources to customers. These resources generally reside in data centers placed in dif-
ferent countries all over the world. Additionally, different countries also have different
laws regarding information technologies. Consequently, the actual location of the data
is important. However, cloud computing providers can keep redundant copies of data
in more than one data center or can process the data in different locations. Therefore it
can be difficult to determine the exact location of data (cf. chapter 4.2.2.8) [42].

IT laws state certain criteria that define how data may be processed and also how
the transfer of data is handled. A specific topic in this context are the laws of the Euro-
pean Union (E.U.) and the USA. The E.U. established the European Commission Di-
rective on Data Protection in 1998 that prohibits the transfer of data to non-European
countries that do not meet certain very strict guidelines. In turn, the United States De-
partment of Commerce and the E.U. established the “Safe Harbor” policy agreement in
2000 to harmonize the data protection laws. The “Safe Harbor” agreement regulates
the way personal data of European citizens has to be processed to prevent information
disclosure or loss. U.S. companies are not required to join the “Safe Harbor” program,
but if they do they have to fulfill seven principles stated at the website of the U.S. De-
partment of commerce that deal with the processing of data (e.g. allow access the per-
sonal information, implementation of adequate security mechanisms, etc) [123]. The
U.S. companies that joined the “Safe Harbor” program are also listed on the website of
the U.S. Department of commerce and E.U. organizations can check which companies
fulfill the “Safe Harbor” privacy principles [96].

In the context of cloud computing, this is important because customers and also
providers have to make sure that they comply with these regulations. This fact stresses
why it is necessary to know where the data is hosted.

Another aspect that has to be taken into consideration is the ownership of data. Data
in the context of cloud computing can also be seen as virtual machines with regard to

[aaS, or applications with regard to PaaS. The definition of the ownership of data host-
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ed within cloud environments is required to determine who is liable in case of illegal
action. Cloud providers generally do not want to be liable for illegal actions that are
caused by customers. For example, if a customer sends spam mails via virtual ma-
chines hosted on the environment of an laaS provider, the customer should be held li-
able [22].

Therefore, the ownership of the data hosted in a cloud environment should be stated

in the SLA between the cloud provider and the customer (cf. chapter 4.2.2.2).

5.3 Conclusion

This thesis was created to give an overview of the different aspects of cloud comput-
ing. It is important that it is possible to classify cloud computing into different parts.
The architecture presented in chapter 3.2 is a good way to illustrate the whole cloud
computing model [77].

In essence, cloud computing enables users to consume services that are hosted on
servers. The term cloud computing simply describes the way the services are delivered
and how the underlying infrastructure operates. However, the services differ among
themselves in many aspects. Therefore, a breakdown is necessary to be able to correct-
ly define these services. A breakdown results in four different service models: IaaS,
PaaS, SaaS, and HuaaS. IaaS services enable users to create and run virtual machines,
PaaS services support users in deploying and running applications, and SaaS services
provide customers with different applications that they can directly consume via differ-
ent end-user devices. HuaaS is currently still a special form of a service model because
it has not been fully adopted across the IT-community. However, it is eligible to be pre-
sented among the other service models by delivering “human-capacity” over a network
[76, 80].

This classification defines the services that are delivered. However, it is also neces-
sary to structure the way how the actual hardware is used or who the owner of the un-
derlying infrastructure is. Consequently, deployment models are presented which help
to define who is the owner, the provider, and the customer of cloud infrastructures
[80].

Moreover, it is also necessary to manage the underlying infrastructure and still fol-
lowing the essential characteristics of cloud computing presented in chapter 3.1. This

can be done by using cloud management platforms. There are many open-source prod-
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ucts on the market that offer this functionality. These can be used to implement any
form of deployment model [26, 51].

By mentioning cloud computing, it is also necessary to keep the quality of service
aspects in mind. Especially when customers make use of cloud services of a public
cloud provider, it is important that the services are delivered in a certain quality. To be
able to measure quality, it is necessary to define criteria that are measurable. Such cri-
teria are mentioned in chapter 4.1. Providers of cloud computing should be able to
guarantee performance with regard to these criteria and customers should receive a le-
gal basis to insist on this performance. A good approach to solve this issues is the use
of service level agreements (SLAs). SLAs enable providers and customers to negotiate
target-values for criteria that are important for the customer [72]. Nevertheless, current
SLAs of popular public cloud providers are not negotiated with the customer. They are
so called off-the-shelf agreements and customers have to accept them if they want to
use the services of the providers [34]. Moreover, these off-the-shelf SLAs commonly
only deal with guaranteed uptimes and offer just credits for customers if the stated up-
times are not achieved [108]. Additionally, there is a maximum amount of credits a
customer can receive and credits can only be used to settle further payments for the
cloud service. Therefore, customers do not receive direct compensation for financial
damages they suffer because of outages of the service. In addition, customers do not
automatically receive credits if the service did not comply with the guaranteed uptime.
Customers have to notify the provider and present evidence of the downtime to be able
to receive them. This leads to the fact that the customers have to monitor the service by
themselves and create log-files to be eligible to receive credits. These factors can be
huge obstacles for users that want to move into the cloud. However, there is research
going on regarding frameworks that help to improve SLA processes, but they are not
widely implemented yet [1, 90].

With the quality of service aspects in mind, it is important to emphasize that these
criteria and the SLA issues generally just come into effect when using services from a
public cloud provider (or in hybrid cloud environments). If a company hosts its own
private cloud, the company itself is in charge of delivering the cloud services in an ap-
propriate quality and has to control the cloud environment.

This all raises the question why someone should use cloud computing. The answer
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is that cloud computing has many advantages. Referring to the advantages mentioned
in chapter 5.1, there are many fields of application in which cloud computing fits per-
fectly. Companies that use cloud services are able to demand resources fast and on-de-
mand, which is useful when dealing with loads they cannot estimate. They can benefit
from dynamic pricing models and are able to access cloud services from nearly every-
where.

However, companies also have to consider the various disadvantages. There are
many issues that still have to be addressed in the context of cloud computing. Compa-
nies have to be aware that there can be outages in public (e.g. outage of Amazon EC2)
and also private cloud environments (e.g. own data center outage) because cloud ser-
vices are just based on ordinary processing hardware.

Companies also have to take into consideration that there can be problems regard-
ing the interoperability and the portability of cloud services. Customers that want to
switch from one cloud provider to another, or from a public cloud infrastructure to a
private cloud infrastructure (or vice versa) have to consider that this may not easily be
possible. That is because many cloud providers use proprietary platforms and APIs that
are not compatible with others. Of course this can be a fact that is beneficial for the
providers because it leads to customer lock-ins and makes it difficult for users to
switch providers.

However, current organizations rely on ever increasing data volumes and increas-
ingly complex applications. Therefore it is necessary that they are provided with a flex-
ible cloud computing model where cloud components from various providers are com-
patible and can be used together. This can be achieved with more open cloud environ-
ments. Consequently, a solution to tackle the lock-in issue is the use of open source
cloud platforms. The great benefit of open source solutions for cloud management
platforms is that customers can easily switch providers or combine services that are
based on the same open source cloud management platform [26].

The development towards the use of open source cloud platforms is necessary, be-
cause customers demand flexibility and will not accept provider lock-ins when open-
source cloud platforms are widely implemented.

Another important topic is the security of cloud environments. As presented in

chapter 5.2.3 there are attacks in various forms on cloud infrastructures. These deal
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with the cloud service models or with the use of virtualization technologies to provide
cloud services. Cloud providers and also cloud customers have to be aware of these se-
curity issues and have to take measures to properly secure their operations [67, 114].

The processing of sensitive data within cloud computing is also an issue. Especially
when using services from a public cloud provider, customers cannot be sure how ex-
actly the provider processes the data. The customer has to completely trust the provider
that the provider does not abuse the stored data. However, in enterprise environments
the storage of important data in “foreign™ data centers is usually not an option. This is
an issue that can either be addressed by encrypting data before storing it within a pub-
lic cloud environment or by simply not using public cloud environments and relying
on own infrastructure (e.g. by using a private cloud environment) [102].

The processing of customer's data can also lead to legal issues with regard to the ac-
tual ownership of data, the location of data, and the applicable laws. The European
Commission Directive on Data Protection and the “Safe Harbor” program are impor-
tant to harmonize data protection laws, but further developments are still necessary

[22, 96].

6 Outlook

This chapter is designed to give an outlook of developments and trends with regard to
cloud computing. Various research companies and magazines tried to predict how
cloud computing will develop in 2014. An extract of the most informative predictions
in the context of cloud computing is presented below.
-« Spending on cloud computing will increase
According to the American market intelligence, analysis and advisory company
IDC (International Data Corporation) [68], the spending for cloud services and
the technology to enable such services will increase by 25% in 2014 reaching
over 100 billion dollars. This figure also includes the spending for software and
cloud infrastructure. It also results from the predicted increasing number of
data centers that are built by cloud service providers to achieve global scale

[37].
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PaaS will grow
IDC also predicts that more companies will start using PaaS solutions to devel-
op and deploy applications more efficiently. IDC mentions that the PaaS mar-
ket will reach 14 billion dollars by 2017 (growing from 3.8 billion dollars in
2013) [71, 112].

Usage of SaaS services instead of running applications on-premise

There are various enterprise applications on the market that are delivered via
SaaS. Examples of such applications that are used by enterprises are HCM (hu-
man capital management) or CRM (customer relationship management) tools
(e.g. Sales Cloud by Salesforce.com [105]). Many applications that have been
available in multiple deployment modes will soon only be delivered via SaaS

[113].

Backup of SaaS data in the cloud

Companies start to base their recovery strategy on cloud computing services by
backing up their data stored within applications of public SaaS providers in
cloud infrastructures of specialized SaaS backup vendors. An example of such
a specialized SaaS backup vendor is Backupify [25]. This development deals

with securing data from accidental or malicious deletion [113].

Automated encryption of data before moving it into a cloud

As mentioned in chapter 5.2.4, privacy is a big issue within cloud computing. It
is difficult for customers of public cloud providers to ensure that their data is
treated confidentially and securely. Therefore, the encryption of data before
moving it into public cloud environments will become an essential feature.
There are already companies that offer such encryption services, e.g. Cipher-

Cloud [32].

Hybrid cloud deployments will increase
More companies will start to implement hybrid cloud environments with regard

to integration and interoperability. That enables them to combine the security
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benefits of private clouds with public cloud advantages like cost-efficiency and
easy scalability [52, 112].

As also mentioned in chapter 3.4.5, Garter Inc. predicts that nearly the half of
all lager enterprises will use hybrid cloud environments by the end of 2017
[53].

Number of cloud based web applications will increase

Applications that can be accessed from everywhere (e.g. via mobile devices)
will start to grow and will have a cloud/client architecture. This means that the
cloud will be the control point and the application as such can span over multi-
ple devices. By using such architectures, the applications can greatly benefit

from scalability features of the cloud [52, 112].
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